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THE DARK SIDE OF ARTIFICIAL INTELLIGENCE
IN PROJECT MANAGEMENT

BIAS IN ARTIFICIAL INTELLIGENCE ALGORITHMS

Bias in artificial intelligence is often viewed as primarily a prompt or technical problem. If users wrote
prompts more effectively, the technology would respond more closely to their desires. However, this is
not always true. Depending on which Al tool a person or organization uses, it can affect the potential for
bias. If the tool pulls information from the internet, the potential for bias is greater than if it focuses only
on internal material from an organization.

For project management practitioners, the potential for bias is high because it depends on where the tool
draws its information from and which algorithm it uses. This can include areas such as promotions,
funding, and which risks are escalated for evaluation of one’s level of expertise, or even something as
simple as connecting workers to project assignments. If the analysis in these areas is wrong, it can
become part of the organizational processes and appear to have legitimate foundations for all future
recommendations and assignments. The problem is not that Al provides inaccurate information to
project leadership; it’s that project leadership believes that information to be true and makes decisions
based on it.

Bias can enter the Al environment in any project or process area through the selection of data, the
definitions Al is solving, and the variables Al is tracking. For example, a project that uses metrics such
as years of project experience, education, training events attended, hours, and the number of project
assignments can appear to support operational goals and project key performance indicators, yet bring
in many different types of data influenced by biases from other leadership and management. Remember,
bias can be influenced by how others evaluate the project’s progress and success factors that are not
standardized across the organization. Different levels of risk, varying lifecycles, and individual
interpretations can make one project successful while others might be easier to implement with

lower risk.

Because of the potential for bias from so many external project initiatives, all Al projects must not only
identify potential risks but also track Al bias as a risk component. Tracking Al bias as a risk should
include monitoring its impact, both from internal and external sources, that could harm data and
influence project and leadership decisions. One discussion is the level of harm bias can have on this
decision, and whether the project team can reverse the decision once it is detected.

Other areas where bias can occur include vendor tracking. One of the most cost-effective ways to use Al
is to track vendor work. Al can verify vendor information using reports, quality control plans, benefits
realization reviews, or lessons learned documents. Using Al to verify and provide oversight can be one
of the most important ethical considerations for organizations.
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IMPACT OF DATA BIASES ON PROJECT DECISIONS

Each tool undergoes Al training on data sources, which may include the company’s internal data or
data from warehouses providing general information for Al training. The training data often reflects
biases from past decisions and records. Each data point represents choices made at different times by
various individuals discussing project successes and failures. Additionally, some project challenges are
beyond the control of the project manager and team, caused by vendor disputes, incorrect data, or
dissatisfaction. Due to issues caused by inaccurate or poor data, this must be considered in any project
that uses the Al tool.

IBM (2024) explains that biased training data and evaluation practices can produce discriminatory out-
comes. The 2024 report explains that biased training data and evaluation processes lead to discriminato-
ry outputs that influence business and project decisions and stresses the need for Al governance to pre-
vent this. (IBM, 2024). Part of the decrease in bias focuses on not initially accepting data as unbiased.
Several questions should be part of the evaluation of data quality for training, such as completeness,
consistency, and which data are included and which are excluded. This can show what is influencing the
data and how the initial events are recorded.

Bias can also occur when teams make decisions that negatively affect protected classes of individuals.
Over the years, data has reduced some of these biases, and attempts have been made to treat all
individuals equally, but what about data before these standards? Old data can be a challenge for any
Al tool and system. Because of the potential for bias or influence from its organizations, it must have
a human in the loop to verify that all decisions are legal and ethical to support each person and
reduce bias. The National Institute of Standards and Technology (NIST) noted this in a 2022 report.
NIST has emphasized that Al bias originates partly in human and societal choices that shape data and
technological systems (National Institute of Standards and Technology [NIST], 2022). This can affect



how one trains or retrains the Al tool after discovering areas of bias. The most important part is to antici-
pate that the Al tool could be wrong rather than accepting it as perfect in the early stages.

When the new Al tool is installed, part of the process is to train it initially and, over time, keep it up to

date by retraining. Developing an Al solution also involves assessing the suitability of the training data.
Evaluating the data, source, and how it was collected from various populations should be part of the pro-
cess. What is the data distribution for the training, and how many months or years does it cover?

Unintentional Bias in Data Sets

Bias can also be unintentional and influence decisions without anyone deliberately trying to do harm.
For example, in the hiring process, evaluating male candidates might lead to the conclusion that only a
male should hold that position. This was not an intentional bias created by the company but rather what
the Al tool learned from current research. Even if the hiring organization attempts to remove
identifying information, the Al tool may still detect patterns that are unseen by humans involved in the
process. Simply trying to eliminate opportunities for discrimination does not guarantee that the tool
won’t find ways to do it.

Project assignment bias can occur when an Al tool assigns resources and gives experienced people the
newest projects, overlooking newer workers. This bias can carry over into other automated processes,
such as vendor or performance evaluations. The tool will respond to and support the training data, so
it must be specifically verified to ensure it does not sway the decision either towards or away from any

group.

The following graphic can lead to a wrong conclusion, despite the model’s 92% accuracy rating.
Breaking the groups down, you see there are huge gaps in Groups C and D, with no clear data or
evidence on what is happening in those situations. If the only metric everyone hears is 92% overall
model accuracy, leadership could leave the meeting thinking Al is operating at high efficiency and with
low bias.

Why Average Performance Can Be Deceptive

Overall metrics may hide important subgroup disparities.

Overall Model Accuracy Individual Subgroup Results
9 2 % Accuracy of Group A

% 4
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0 “The model works well."
Accuracy of Group D 61%
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"i';: Key insight: 92% overall accuracy masks a 37-point gap between the highest- and lowest-performing subgroups.

Average performance should be reviewed alongside subgroup performance to detect hidden inequities



Technological solutions must go beyond simply improving the balance in the training data or manually
removing bias. Organizations must consider factors such as decision-making processes, performance
under adverse conditions, and overall performance with edge tools.

Empirical research has identified unintended organizational consequences of Al-based decision-making,
including workplace conflicts and disputes over responsibility (Papagiannidis et al., 2023). Placing fair-
ness metrics alongside other metrics, such as demographic parity, equal opportunity, or

predictive analysis, is often incompatible. Selecting the most important metrics must depend on the
types of decisions being made and the severity of errors. Part of governance includes giving details on
the concept of the type of error and why it fits this tool and action.

Gate Process for Inclusive Al Quality

A staged review process for evaluating whether an Al use case should proceed responsibly.
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@ Progress only when each gate is satisfied; otherwise apply corrective action before deployment.

Using a human in the loop covers a variety of activities. In some cases, the human in the loop is
actually approving and making recommendations based on what they see. Oversight will fail if the
human reviewer is unable to spend time reviewing the output or that part of the process. Over time,
mistakes will surface. Sometimes the lack of experience can undermine oversight, as the reviewer
lacks context or details and approves something that should be rejected. Lastly, the challenge is that the
organization is using humans and going through the review process. Still, if a deviation is found, the
person lacks the authority to take corrective action. They must go through multiple decision points to
fix something.

Keeping humans in the loop is critical, but in addition to this measure, the correct items, such as
tracking overrides, acceptance rates, and the time it takes to review, should be considered. Each of
these metrics helps organizations track the precision currently achieved. If the overrides are increasing,
it could be a sign that the Al tool needs retraining, as it’s producing products that don’t align with the
original settings. An extremely high acceptance rate could indicate that humans in the loop need
additional training and should be taught other evaluation techniques. High acceptance rates could
indicate that the reviewer 1s accepting the system’s decision too quickly. Is it possible they approve
items that should be rejected?

Keeping humans in the loop is not new. It is already in use, but the European Union’s Al Act includes
provisions related to this kind of problem. High-risk applications require a human in the loop to provide



oversight to access and monitor how well the system is running. However, intensive training does not
guarantee the reviewer will catch all the flaws. Oversight needs to be built into the operating model, not
just including it as a risk reduction.

The following graph shows foundational considerations an evaluator should consider when evaluating
whether Al is providing solid recommendations or is biased. If the evaluator cannot answer these
questions, they must proceed with caution, as the system may recommend incorrect solutions.

Meaningful Oversight Test

A quick diagnostic for whether human review is truly meaningful.

C@oows

(0~ 1. Canyou tell why you're recommending something? © Yes ) No
Can you get access to supporting data/evidence? © Yes
Can you recognize areas of uncertainty/limitations? © Yes
Can you choose to reject the output? © Yes
Can you act without fear of reprisal or delay? @ Yes

Are you allowed sufficient time? &) Yes

Will your override be tracked and investigated? @ Yes
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If you answered any ‘No,’ you may have a human in the workflow —
but not meaningful oversight.

@ ‘ |nte;pretatim-| Meaningful oversight requires authority, access, judgment, time, and accountability —
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not just human presence.

Failures Due to AI Misunderstanding

As good as Al is at predictive analysis and acting as an assistant, it can’t interpret the project’s context as
a human evaluator would. Al identifies patterns and produces likely language or optimizes formal goals.
The tool schedules differently from how a human would. A missing date might become the most
important item on a schedule where the human understands this activity can be completed later while
doing other work. These challenges happen between what is really happening and what Al thinks is hap-
pening. Misinterpretation can occur in any Al system and produce a detailed recommendation

supported by a good explanation that is wrong to a human.

Huang et al. discuss that misinterpretations and harmful outcomes can stem from weak governance
around data quality and documentation, not just from the model’s construction or the lack of embedding
ethics throughout the data lifecycle to reduce failure. They show that Al read the data, analyzed the con-
tent, but then just got it wrong (Huang, X., 2026).

Teams should classify all generated content into three categories based on its evidential status:
Unvalidated Insight, Verified Analysis, and Approved Recommendation.
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@ Governance progression: increasing verification, authority, and readiness for action.

A Decision-Authority Matrix helps determine the best operational approach. Tasks that are low risk,
reversible, and repeated multiple times can be substantially automated. Decisions that are high-risk,
irreversible, uncertain, or that affect individual rights must have greater authority vested in humans in
the institutional review process. The matrix should also address model uncertainty, sensitive data use,
time constraints, legal liability, and provide avenues for legitimate appeals. Guidance for human-in-the-
loop collaborative processes emphasizes working together, with Al assisting with execution. At the same
time, humans maintain ownership of judging what is acceptable or unacceptable, handling ethical
dilemmas, generating creative solutions, and engaging in contextual reasoning.

This matrix clearly defines sections for making specific decisions, including substantial automation,
automatic with oversight, human authority, and institutional review. This graphic cuts the decision
authority matrix into two parts, showing what does not need human oversight and what does. Low-risk,
reversible areas are moved away from humans and handed over to automation. Anything time-sensitive
is still automated, but with light oversight. When decisions are in moderate- or high-risk areas, a human
and, later, the organization, are in the loop to verify the right decision.

Decision-Authority Matrix

Determining the right balance of automation and human authority for tasks and decisions
4

Greater 4. Human Authority + Key Factors to Assess
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VALIDATING THE MODEL

Decision Distribution Matrix

Matching decision characteristics to the appropriate level of automation, human authority, and governance oversight.

Characteristics of Decisions Recommended Model

@/ Low impact + reversible + high frequency Automated with limits and monitoring

Moderate impact + reversible Al recommendation with human approval required
e : ’ Independent human review and

g et ptidiy e iy documented rationale required

High impact + irreversible Human-led decision-making using evidence from Al

Rights-affecting or ethically disputed Multidisciplinary or governance board review

Uncertain or ongoing operating conditions Pilot, sandbos, or prohibit deployment

Key principle: Asimpact, irreversibility, ethical concern, and uncertainty increase,
decision authority should shift from automation to stronger human and governance oversight.




Data Ethics Across the Project Lifecycle

All organizations collect and store data. Most have policies about what data to keep and how to manage
it. The problem is that many organizations, even with standards and policies for handling internal data,
lack clear guidelines. This results in archiving data without the ability to search or access it efficiently.

Huang et al. (2026) argue that effective Al governance must address data quality, documentation, ac-
countability, and ethical considerations throughout the data lifecycle. Ethics integrates into all areas of
Al use, from selecting the tool to ensuring it does not discriminate against anyone for any reason.

Using Al tools requires current and understandable data. The growing desire to let Al make decisions or
give recommendations will expose gaps in the data, either because key parts are missing or because the
data simply doesn't exist. When there are no standards for the data, anything goes, and organizations can
generate information. However, it might not be usable by the Al tool and may need standardization
before it can be utilized. For example, meeting minutes may be archived at the organization and can
serve as evidence that decisions are made for changes and project directions. Yet, consider how many
different meeting templates and styles can be used. Communication logs and email threads do not cover
all topics. Some topics are routine updates and reminders, while others involve contractual matters like
performance issues and missed delivery deadlines. The priority of each email may be considered the
same, but its content might have little or no value for documentation.

The goal of the analysis is to gain usable insights that help leadership make decisions and reduce risk or
other issues. Will the current data in the archives contain that information, and can we adjust it so it is
readable by the Al tool? Unless those tools can read internal data, the project is currently running on a
data warehouse that does not fully align with the organization’s culture and goals.

ISO/TEC 42001 describes an organizational management system that enables organizations to define,
implement, maintain, and continuously improve responsible Al practices. This provides comprehensive
governance models to incorporate ethical reviews alongside other oversight when implementing and
supporting Al efforts.

There is a significant shift, moving from individual principles to repeatable processes, accountability,
clear procedures, and ongoing improvement.

A clear example of applying ethical guidelines to tool use and all aspects of Al can be found in the nurs-
ing field. Ball Dunlap and Michalowski (2024) identify accountability, sustainability, fairness, transpar-
ency, privacy, and responsibility as key principles of Al data ethics.

This graphic shows the Ethical Al Lifecycle and outlines steps for moving from the beginning through
implementation and use, and returning the Al tool when its usefulness is over. This graphic also provides
guardrails for actions one should follow in each phase to reduce or prevent problems.
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PRIVACY CONCERNS AND ETHICAL POLICIES FOR
PROJECT DATA COLLECTION

Using Al systems to manage projects, generate recommendations, and handle client information carries
risks. Data for everyone can take many forms. Creating guidelines and standards for privacy regulations
focuses on where, how, and what types of data are collected, as well as the retention controls that
govern them.

Data collection should be conducted only when required for an approved use case. This data should
never be reused for unauthorized purposes. Verifying that everyone follows ethical guidelines and does
not use any data without the owner’s consent builds trust in others.

The privacy funnel below gives an overview of how to use information within the organization. Under-
standing the funnel’s levels of engagement makes it clear what a person should and should not do with
data. Only ethical use of data supports the organization’s goals and objectives.




Privacy Review Funnel

A step-by-step review process for evaluating responsible information use.

Permission
Do | have adequate authority or contractually
supported bases for my actions?

Protection
Have | established adeguate controls over sccess,
security, retention, and inference risks?

Participant Rights
Are stakeholders aware of the use of their information?
Can they object or cormect arrors?

Retirement
At what point will the data (including embedded
reprasentations, logs, etc.) be daleted?

Key principle: Responsible data use narrows from permission to
protection to eventual deletion,

Ethical AI Policies

Ethical Al policies need to provide project teams with enforceable decision rights (the ability to decide)
and not just a list of aspirational values (nice-sounding things). They need to define which applications
are prohibited or restricted, assign approval levels to specific people, identify the responsible executives,
clearly define the duties of the project manager, technical assurance roles, auditors, incident reporters,
the appeals process, and the ramifications for non-compliance. The scope needs to cover both internal Al
development and third-party Al use. There also needs to be a comprehensive inventory of your Al assets.

Measuring Effectiveness of Ethical AI Policy Guidelines

Measuring the effectiveness of ethical Al policies requires measurement and operational evidence.
Setting quantitative metrics that measure the right behaviors and actions drives high-level performance
and privacy. Contemporary Al-governance standards increasingly recognize the importance of impact
assessment, testing, and auditing human oversight. Project managers should use these metrics to
demonstrate if their ethical governance is driving behavior changes beyond additional documentation.

The graphic below shows the various roles and responsibilities within the organization for creating and
maintaining ethical boards and leadership for oversight. This chart provides a clear view of others and
their duties, while continuously supporting each role.
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I

USERS / AFFECTED STAKEHOLDERS
Reports harm/issues/concerns regarding

Al use cases, exercises challenge rights, ;-:
provides feedback 3

Red Flags Indicative of Poorly Developed AI Governance Models

Some organizations lack clear guidelines and governance, often noticing red flags only after issues
occur. Some problems originate from the vendor’s roles, which may struggle to fulfill their
commitments.

Human oversight can and should be built into any Al system; however, some problems arise when
humans do not provide the appropriate level of oversight. They assume the Al tool is working correctly
and provide little or no checks to ensure the correct output is generated. Accuracy must be verified, and
its origin.

Proving a human in the loop ensures that all Al-generated content is verified as it is entered into the
project records. This level of oversight helps determine whether the Al tools are functioning properly
and do not require additional training.
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